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Executive Summary

Introduction

Payments are the lifeblood of any enterprise, with direct implications for revenue, profitability
and operational performance. Given this level of strategic importance, businesses are
continuously adapting their payments stacks to keep pace with evolving customer needs and
expectations. The pace of change creates bountiful opportunity for cybercriminals to exploit
emerging points of vulnerability and capture critical customer data. Maintaining a resilient
cybersecurity posture in this environment is a constant battle for chief information security
officers (CISOs).

For nearly two decades, enterprises and their payments partners have turned to the Payment
Card Industry Data Security Standards (PCI DSS) for guidelines on how to mitigate payment
data risks. These guidelines have evolved with the industry, introducing new requirements to
help businesses ward off emerging payment data threats. The latest iteration, PCI DSS 4.0,
introduces significant changes that enterprises must adapt to before the March 2025 deadline.

While PCI DSS 4.0 presents an array of operational and resource hurdles for enterprises, there
are clear benefits for the industry. Those that approach it with a strategic mindset stand to
differentiate themselves in the marketplace and deliver a superior customer experience.
Backed by data from payment data security professionals at enterprises across nearly a dozen
industry verticals, this report provides a view into the current state of payment data security
and establishes a baseline for PCI DSS 4.0 readiness.

Key findings
- Payment data security concerns are widespread and significant. Ninety-four percent of

respondents have significant or very significant concerns pertaining to payment data security,
and only 21% say they are very confident in their ability to protect customer data today.

- PCI DSS 4.0 necessitates a significant lift, and meeting the deadline is a growing concern.
Ninety-three percent of respondents indicate the changes required by PCI DSS 4.0 are
significant. Further, 90% are concerned about meeting the timeline, and 64% say they would
be likely or very likely to accept a timeline extension.

— PCIDSS 4.0 education and execution remain low. Fewer than a third (31%) of surveyed
payment data security professionals have a strong understanding of all requirements
associated with PCI DSS 4.0, and nearly half (49%) indicate their organizations have yet to
begin executing on PCI DSS 4.0 changes.

- Despite the challenges, enterprises overwhelmingly view PCI DSS 4.0 in a positive light.
Four in five respondents (80%) agree or strongly agree that PCI DSS 4.0 is fair, necessary and
for the betterment of the industry and consumers.

- Partnerships will play a critical role. Eighty-six percent of respondents indicate their
organization will solely or mostly rely on third-party vendors for PCI DSS 4.0 compliance in
some capacity.
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The state of payment data security

Enterprises are under pressure to deliver payment experiences that let their customers transact
wherever and however they prefer. Diversification of payment channels and methods is expanding
the attack surface, attracting growing attention from hackers and fraudsters. This has put
payment and risk professionals on high alert: 94% of our survey respondents say they have
significant or very significant concerns pertaining to payment data security.

Figure 1: State of payment data security
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Q. How significant are your organization’s concerns pertaining to payments data security?

Q. Has your organization had a data breach resulting in a loss of customers’ payments data in the past 24 months?

Q. Has your organization caught/prevented an attempted breach targeting customers’ payments data in the past 24 months?
Base: All respondents (n=250).

Source: S&P Global Market Intelligence state of PCI DSS survey, 2023.

Cyberattacks are increasingly sophisticated and come in a variety of formats. Malware (569%) is
the top-cited threat to protecting customers’ payment data. Malware is software designed to
exploit vulnerabilities by gaining access to computer systems and wreaking havoc, such as by
stealing data and disrupting operations. This includes banking trojan horse malware designed

to steal financial information such as logins and credit card numbers from users. Phishing
attacks (52%) can be a low-cost, high-impact method to carry malware via email or texts
targeting employees at financial institutions, payment service providers, merchants or end users
themselves. Malicious insiders (49%) are also a growing threat; obtaining sensitive financial

data can be a lucrative option for disgruntled employees. Also on the list of threats are denial of
service (45%), delays in patching/updates (40%), skimming (38%), man-in-the-middle attacks (25%)
and crypto-jacking (16%).
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The frequency and complexity of cyberattacks is exacerbated by organizations’ data management
and governance challenges. In fact, only 21% of respondents say they are very confident in their
ability to protect customer data. As a result, breaches of financial data have become all too
common: 98% of respondents indicate their organization has had at least one data breach over
the past 24 months, and 51% have experienced a breach that created a significant disruption to
business operations. A seemingly minor breach jeopardizing the security of customer data can
quickly snowball into a major IT issue, as well as a risk to business operations, customer trust and
brand perception.

While the majority of enterprises (68%) place high importance on securing customer data, it is
evident that the challenges to doing so remain both significant and persistent. For nearly two
decades, organizations have turned to PCI DSS for best practices in combating payment data
threats, and they can continue to do so with the latest updates in version 4.0.

Understanding the PCI DSS 4.0 challenge

PCI DSS is a set of standards established by the PCI Security Standards Council (SSC) for payment
service providers and merchants to protect customer payment data. The PCI SSC formed the

first set of standards in 2004, and it put forth the current iteration, PCI DSS 3.0, 10 years ago.
While there have been various adjustments to requirements in 3.0, they are smaller and more
short-term-focused compared to the overhaul that 4.0 will require. The standards are not required
by law or regulatory mandate but self-governed and imposed by the global card networks on
merchants, payment processors, service providers and others in the payments ecosystem.

Figure 2: What is the PCI DSS 4.0 mandate?

The Payment Card Industry Data Security Standards (PCI DSS) is a set of requirements
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Q. What stage best describes where your organization is at for implementing changes required by PCI DSS 4.0?
Base: All respondents (n=250).
Source: S&P Global Market Intelligence state of PCI DSS survey, 2023.
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A lot has changed in the 10 years since PCI DSS 3.0 was introduced: physical and digital payment
innovations have widened the scope for potential vulnerabilities, and the threat landscape has
only presented more complex and pressing cybersecurity challenges. While PCI DSS 4.0 has
implications for nearly every payment channel, enterprises expect card-not-present channels
to be most heavily affected. Respondents cite online/web as the payment channel most
significantly impacted by PCI DSS compliance frameworks (56%), followed by call centers (48%),
in-person/in-store (40%) and invoicing/billing (20%,.

PCI DSS 4.0 brings forth new requirements designed to combat emerging threats and to ensure
the protection of sensitive customer financial data from cyberattacks. The list of requirements,
ranked by the perceived challenge of implementation, is illustrated in Figure 3. Top-cited
challenges include developing cybersecurity methods for threats, coordinating and performing
targeted risk analyses, and updating logical access controls.

Figure 3: PCI DSS 4.0 requirements ranked by reported level of challenge

Developing cybersecurity methods for threats
Coordinating/performing targeted risk analysis

Updates to logical access controls

Hardware, software and security reviews every 12 months
Maintaining and securing new payment technologies
Promoting security as a continuous process

Updates to threat detection

Updates to software/system configuration and management
Management of payment page scripts in consumer's browser
Automated technical solution for public-facing web applications
Updates to anti-malware

Updates to log reviews

More detailed verification and reporting

Updates to CHD transmission security controls

Updates to data storage security

Instituting roles and responsibilities for secure configurations

Updates to authentication controls

Updates to network security controls

5.0 6.0 70 8.0 9.0

Challenging Extremely
Challenging

Q. On a scale of 0-10, with 0 being “not at all challenging” and 10 being “extremely challenging,” how challenging will the following PCI DSS
4.0 requirements be to implement for your organization?

Base: All respondents (n=250).

Source: S&P Global Market Intelligence state of PCI DSS survey, 2023.
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PCI DSS 4.0 brings forth an extensive list of new requirements, as well as updates to existing
ones, each likely to require significant resources and time to address. The liftis not lost on
enterprises. Ninety-three percent of respondents indicate that the changes required are
significant. Further, 90% are concerned with meeting the PCI DSS 4.0 timeline, and 64% say they
would be likely or very likely to accept a timeline extension.

With the deadline for updates drawing nearer, PCI DSS 4.0 education and knowledge remains
low. Fewer than a third (31%) of payment data security professionals say they have a strong
understanding of all requirements associated with PCI DSS 4.0, further calling into question
enterprise readiness. Despite the shortening runway to 4.0 implementation and the sizable
updates required, nearly half (49%) of respondents indicate their organizations have yet to begin
executing on PCI DSS 4.0-related changes.

While this may paint a bleak picture for the state of PCI DSS 4.0 preparedness, payment data
security professionals show cautious optimism regarding the mandate; many view it as an
opportunity for strategic differentiation. In fact, overall, respondents are more likely to agree
with favorable characterizations of the mandate than negative ones (see Figure 4). Consider that
four in five respondents agree or strongly agree that PCI DSS 4.0 is fair, necessary and for the
betterment of the industry and consumers, while just 17% agree or strongly agree that it has
noticeable gaps that will impede their organization from preventing fraud.
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Figure 4: Despite the lift, most businesses have positive sentiments toward PCI

DSS 4.0
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Q. To what extent do you agree/disagree with the following statements regarding PCI DSS 4.0?

Base: All respondents (n=250).

Source: S&P Global Market Intelligence state of PCI DSS survey, 2023.
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Actions to take for PCI DSS 4.0

With a lengthy list of new and updated requirements, PCI DSS 4.0 impacts a variety of business
functions and operations. Internal alignment is a logical starting point, considering the extent to
which the requirements impact multiple business functions. Getting the right stakeholders to
formulate and execute on changes of this magnitude will require in-house orchestration.

Logical stakeholders include executive roles that are technology-focused (CIO, CISO, CTO),
compliance-oriented (chief compliance officer, chief risk officer, head of legal), in relevant
functions (VPs of finance, IT, procurement, governance/risk/compliance), and overseeing
payments strategy (head/VP of payments) and execution (software developer/engineer, PCI
coordinator). Enterprises need employees who can conduct self-assessments, create plans

and implement playbooks to reach minimum requirements, as well as determine strategic
opportunities to differentiate, such as by streamlining steps that may result in customer friction.

However, given the extent of the requirements and correlating changes, most enterprises are
ill-suited to take on PCI DSS 4.0 alone. Partners are needed to abstract complexity and provide
supporting technology. Respondents broadly acknowledge the strategic role of partners: 86%
indicate their organization will solely or mostly rely on third-party vendors for PCI DSS 4.0 in
some capacity.

Figure 5: Businesses want a trusted advisor for PCI DSS 4.0

I PCl knowledge/expertise/experience B Product features

Knowledge of regulatory environments and compliance parameters [ 53%
Expertise of new/updated requirements [ 48%
Consultative support [N 46%
Proven customer case studies [N 45%
Speed of deployment [N 4%
—
—
—
I
I

Q. What do you prioritize in a payments data security vendor when it comes to PCI DSS 4.0?
Base: All respondents (n=250).
Source: S&P Global Market Intelligence payment data security survey, 2023.

Strong monitoring across the payment device life cycle

PCl-validated point-to-point encryption
Breadth and depth of horizontal and vertical software integrations
Role-based access

Ability to generate and access reports
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Interestingly, respondents prioritize payment data security vendors with intimate knowledge of
regulatory environments and PCI DSS compliance parameters, including expertise on 4.0 updates
(see Figure 5). This illustrates the PCI DSS 4.0 information gap that exists for many enterprises,
and the need for partners to play the role of trusted advisor. Partners that are well-versed in the
requirements, have the ability to provide consultative support and can move efficiently are well
positioned to deliver on enterprises’ PCI DSS 4.0 needs.

The small cohort who strongly understand PCI DSS 4.0 provide some useful direction about what
enterprises should prioritize (see Figure 6). After all, they report being furthest along in the PClI
DSS 4.0 maturity journey, with the majority (65%) currently executing or already having executed
on necessary changes. These enterprises stand out in two key areas:

- Importance of payment data security technologies: Thirty-six percent of those who strongly
understand PCI DSS cite PCl-validated point-to-point encryption (P2PE) as important to
protecting customer data, compared to 26% of those with weak understanding, underscoring
an emphasis on purpose-built and battle-tested security technology. Similarly, 37% with strong
understanding cite payment tokenization (compared to 28% of those with weak understanding)
and 31% cite network/EMV tokenization (compared to 23% with weak understanding),
illustrating an appetite to reduce the storage of sensitive payment data.

— Use of partners: Despite their stated strong understanding of the requirements, most of these
respondents point to their major reliance on external partners to carry the brunt of PCI DSS 4.0
compliance, with more than one-third (36%) saying they solely use third parties and over half
(51%) mostly relying on third-party vendors. In other words, the more organizations know about
PCI DSS 4.0, the more they value partners that can abstract the operational and technical
complexities.
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Figure 6: What do those with a strong understanding of PCI DSS 4.0 say?
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Q. How would you describe your organization’s overall understanding of the new requirements of PCI DSS 4.0?
Base: All respondents (n=250).
Source: S&P Global Market Intelligence payment data security survey, 2023.

Enterprises expect to enlist a wide range of partners to meet the requirements of PCI DSS 4.0,
including payment processors/acquirers (64%), cybersecurity vendors (62%), payment data
security vendors (60%), IT services/consultants (59%) and point-of-sale providers (55%). While
nearly two-thirds (62%) feel confident in their primary payment data security provider’s ability

to support their organization in meeting PCI DSS 4.0 requirements, just a quarter indicate they
are very confident. Given the proximity of the deadline, enterprises should be assessing the
competency of their partners and evaluating the need to address capability gaps in the near term.
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Conclusion

Payment data security concerns are widespread, elevated and highly prioritized in enterprises.
This creates a fitting backdrop for PCI DSS 4.0, which puts forth new guidelines to help enterprises
address the evolution of payment data security threats. While PCI DSS 4.0 is generally viewed
positively by payment data security professionals, understanding is limited, the changes required
are significant and much of the market is at risk of falling short of the deadline. Developing

an internal strategy with cross-functional stakeholders and leveraging the support of trusted
partners will be fundamental to addressing required changes, abstracting the complexity of the
migration and leveraging PCI DSS 4.0 as an opportunity for competitive differentiation.

Research methodology

The findings presented in this report draw on a survey fielded in North America in Q2 2023.

The survey targeted 250 PCI DSS decision-makers/influencers in companies with more than

500 employees and over $100 million in annual revenue. The study prioritized respondents

with intimate knowledge of the PCI DSS guidelines and requirements across the following
industries: banking, commercial airlines, education, energy/oil and gas, government (state,
federal), healthcare, IT (software/services), non-profits, retail (e-commerce, brick-and-mortar),
transportation/logistics and utilities. The job descriptions of respondents were a mix of executives
(CISO, CIO, chief compliance officer, chief risk officer), VPs and other PCl-focused roles (risk
manager, governance, risk and compliance officer, head of payments, etc.) This report also draws
on contextual knowledge of additional research conducted by S&P Global Market Intelligence.

'A To learn more about Bluefin or PCI DSS 4.0 readiness, contact

BI u eﬁ n® us at https:/www.bluefin.com/contact/
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