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FOREWORD

This original report, sponsored by the FIDO Alliance, examines the ways that organizations
authenticate consumers in digital channels and employees within the enterprise, including the
evolving role that strong authentication is playing in protecting accounts and securing access to

valuable data and critical systems.

This research report was independently produced by Javelin Strategy & Research. Javelin
Strategy & Research maintains complete independence in its data collection, findings, and

analysis.

OVERVIEW

Digital channels are more important than ever to how businesses reach their customers. And
within the enterprise, communication and collaboration are more digitally-oriented than ever
before. At the center of keeping it all secure is how users are authenticated, and that security is
under siege. Weak authentication is being abused by criminals to compromise consumer
accounts at depth and en masse. In response, regulators are raising the standards they expect
businesses to implement to protect consumer accounts - not just for how strongly users are
authenticated, but also how their data is protected. These threats to authentication extend
beyond consumer applications into the enterprise as adversaries are gaining access to
organizations’ internal systems to impersonate corporate users through weakly authenticated
entry points, stealing data and facilitating fraud. Fortunately, adoption of strong authentication,
which can mitigate attacks from criminals and other adversaries across consumer applications
and within the enterprise, is on the rise as organizations respond to these threats and pressure

from regulators.

This study explores how businesses are implementing authentication to secure consumer
applications and the enterprise, the factors they consider when choosing an authentication
solution, the role that strong authentication is playing within their organizations, and the benefits
that these organizations are realizing. For real-world examples, this report also includes case
studies of organizations that are leveraging FIDO-compliant solutions to protect customers’

accounts and the enterprise.
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EXECUTIVE SUMMARY

Key Findings

Adoption of strong authentication has grown
dramatically since 2017. With vulnerabilities
affecting traditional authentication solutions
on the rise, organizations are bolstering their
authentication capabilities with strong
authentication. The number of organizations
using cryptographically-backed multifactor
(MFA) authentication has tripled since 2017 for
consumer authentication and increased by
nearly 50% for enterprise authentication. The
fastest growth is in consumer mobile
authentication because of the growing
availability of biometric authentication.

Strong authentication holdouts underestimate
the risk to their businesses and customers.
Organizations that do not currently use any
strong authentication tend to see usernames
and passwords as among the most effective
and easiest to use methods for authenticating
users. Other organizations fail to see the value
of the digital assets they hold, despite
cybercriminals’ continuing to target a wide
variety of consumer and business information.
Two-thirds of businesses that use only
passwords to authenticate their employees do
so because they believe passwords are good
enough for the type of information they are
protecting.

Nonetheless, passwords are on a steady path
to the grave. Over the past year, the reliance
on passwords has declined significantly for
both consumer and enterprise applications
(44% to 31% and 56% to 47%, respectively) as
these organizations increase their adoption of
both traditional MFA and strong
authentication.

javelinstrategy.com
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Step-up authentication continues to be
dominated by easily compromised
authentication modalities. For consumer
authentication, around a quarter of
organizations use SMS OTP (one-time
password) to authenticate users at step up,
essentially tied with static and dynamic
security questions. This necessitates the use of
supplemental technologies to mitigate their
inherent vulnerabilities, which increases costs.
Use of more robust authentication methods,
like hardware cryptographic keys, sees much
lower use, at around 5% of organizations.

An evolving regulatory environment holds
promise for accelerating strong authentication
adoption for consumer applications. With the
introduction of PSD2, along with data
protection regulations in the EU and U.S. states
such as California, businesses are feeling the
heat. Nearly 70% of businesses agree they face
strong regulatory pressure to provide strong
authentication for their customers. More than
half of businesses believe their authentication
methods will not be sufficient to meet
regulatory standards in a few years.

Organizations that adopt strong
authentication are considerably more likely to
value customer experience. Among all the
factors organizations consider when choosing
a solution for consumer authentication,
organizations with strong authentication are
50% more likely to specify that a low-friction
experience is a determining factor compared
with other organizations (18% vs. 12%,
respectively).

Laying a strong authentication foundation
enables businesses to shift their focus from
meeting regulatory requirements to delighting
customers. While the most important factor in
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selecting an authentication method among
organizations relying on single-factor
authentication or traditional MFA is meeting
regulatory requirements, organizations that
already use strong authentication instead are
able to focus on selecting authentication
methods that drive higher customer loyalty.

Regulation is less of a factor in the enterprise
as businesses will look to practical concerns
when selecting authentication methods. Ease
of integration (32%) and cost (26%) are the
most significant factors businesses consider
when selecting an enterprise authentication
solution. Ease of use is close behind, but
compliance with industry standards and
regulation fall to the bottom.

In the age of business email compromise
(BEC) and other deception schemes,
corporate email portals are frequently the
weakest link. With just a quarter of enterprises
employing either traditional MFA or strong
authentication to protect access to corporate
email accounts, fraudsters have an opening to
deceive legitimate users into providing access
to sensitive data or increasing permissions
associated with an account they have
compromised, or even convincing other
employees to transfer funds to accounts under
the control of criminals.

Google has doubled down on strong
authentication. More than two years ago,
Google published the result of its internal
implementation of FIDO U2F security keys,
reporting impressive outcomes. According to

JAVELIN

the company, there has not been a successful
phishing attack against its 85,000-plus
employees since it required use of physical
security keys. Since the publication of this
report, Google has taken a number of other
notable steps toward integrating FIDO
protocols into its consumer and enterprise
authentication flows.

Tradelink has driven adoption across banking
and now into government ID. Tradelink has
driven adoption across banking and other
public services in Hong Kong. After examining
different technologies and standards
worldwide, Tradelink decided to recommend
and promote the use of FIDO based
authentication starting in 2016. Since

that time, acknowledgment by the relevant
regulators has been a major factor in
adoption by banks. In fact, the HK Government
has indicated that it will leverage the FIDO
standards to authenticate citizens online for
the new HK Electronic Identity (elD) initiative
from 2020.

Visa has made FIDO a central part of its new
ID Intelligence service. Visa recently released
its ID Intelligence suite of services to help
organizations better identify and authenticate
users. Through this service, these
organizations can easily obtain authentication
capabilities from a trusted provider via a single
point of integration. Visa has chosen to make
a FIDO-based implementation of biometrics
one of these offerings as it aligns with their
strategic approach to authentication.

THE STATE OF STRONG AUTHENTICATION 2019
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Recommendations

Implement strong authentication online and in
the mobile channel. Cryptographically-backed
MFA standards for strong authentication infuse
the benefits of traditional MFA with greater
resilience against data compromise by
eliminating the need to transmit actual
authentication data (passwords, one-time
codes, or biometric information) from the
user’s device to the authentication server.
Additionally, by standardizing the protocols
used by authentication methods when
communicating with the central server, it
becomes easier to implement new
authentication methods as they become
available, lowering the cost of keeping up with
regulation, customer expectations, and ever
more sophisticated fraud schemes.

Plan to sunset one-time passwords (OTP). The
vulnerabilities inherent in OTP have become
increasingly evident, with cybercriminals using
social engineering, phone porting, and malware
to compromise these authenticators. While
OTPs still have some advantages in their near-
universal reach to users, the security benefits
are growing slimmer.

Leverage risk-based authentication to
judiciously apply step-up. Using solutions such
as device recognition, geolocation, and
behavioral biometrics and analytics,
organizations can invisibly assess the risk
associated with logins or post-login activity.
This enables businesses to restrict
authentication challenges to only the most
high-risk events, avoiding unnecessary burdens
for legitimate users.

javelinstrategy.com
925.225.9100
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Use strong authentication as a marketing tool
to build confidence among users. Strong
authentication can improve actual security. In
addition, making customers aware that a
business supports strong authentication can
bolster public perception of that business’s
security — an important factor when there is
considerable customer demand for strong
authentication methods.

Make a thorough inventory and honest
assessment of corporate data assets, and
protect them accordingly. Even apparently
low-risk data, like customer contact
information, can provide significant value to
fraudsters and expose companies to
regulatory ire if compromised. Identifying
core company data assets is the first step in
establishing appropriate access safeguards.

Use strong authentication within the
enterprise; especially where it counts. Certain
systems are higher-profile targets for
criminals. These include anything internet-
facing and internal systems that could
present attractive targets for insider threats,
such as treasury management systems or
data warehouses. Strong authentication
reduces the opportunity for criminals to gain
unauthorized access while also making it
easier to track with certainty when an insider
has conducted malicious activity.

THE STATE OF STRONG AUTHENTICATION 2019
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INTRODUCTION Fortunately, authentication technologies have

been maturing as well, with many newer
authentication methods and architectures
improving resilience against these fraud
tactics. Cryptographically backed
authentication standards, such as the ones put
forth by the FIDO Alliance, provide powerful
answers to phishing schemes and similar
attacks on customers and users.

Authentication portals have emerged as the
hottest target for cybercriminals. This trend is
driven by a number of factors, from the U.S.
transition to EMV cards forcing fraudsters
online to the growing prevalence of online and
mobile commerce. With this focus has come a
maturing of fraud tools and tactics — from
device and location spoofing tools to
sophisticated social engineering schemes
designed to deceive users into giving up their
credentials.

THE STATE OF STRONG AUTHENTICATION 2019
ADOPTION RISES UNDER THREAT OF NEW RISKS AND REGULATIONS
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WHAT IS STRONG
AUTHENTICATION?

Strong authentication' uses multiple methods,
or factors, to verify the identity of the user:
1 Knowledge: a shared secret between the
user and the entity authenticating that user

(e.g., passwords, answers to security
questions, etc.)

1 Possession: something the user has (e.g., a
mobile device, cryptographic key, etc.)

1 Inherence: something the user is (e.g., a
fingerprint, behavior, etc.)

Attempts to defeat multiple factors
significantly increases the failure rate of
fraudsters, since circumventing or fooling
different authentication methods requires
deploying multiple types of tactics and
technologies to fully impersonate the targeted
individual.

JAVELIN

Crucially, at least one of the authentication
factors at play in strong authentication must
use a public-key-cryptography-based
authentication method. Cryptographic
standards, like the ones put forth by the FIDO
Alliance, have a number of advantages over
other, authentication methods... When a user
wants to access online resources, a device
prompts the user to authenticate themselves
via a cryptographic key exchange using
methods ranging from simple “tap-to-approve”
verifications through an app or push
notification to more involved authentication
methods, such as biometric modalities. The
device sends a digitally signed approval to the
online resource, typically a web page or mobile
app , validating the authentication process. If
the public/private key pair match and other
checks are validated the user is granted access
This process makes cryptographic
authenticators significantly more resilient
against phishing because no sensitive data is
passed over the wire.

Typical Strong Authentication Process (Online Banking Login Example)

®eccccessscvscsssccccccec )

verifying shared secret

Qeoccccscsccosccccscssse

confirmation of
authenticated user

ssssce P

Qececcs

®ecscessscssssssccsssc P

public key cryptography

key exchange

- Qevccscccsccoscccescssse

User ‘knowledge’
factor
[]
cecsssscs P
*kkk kK
=
o m
. and/or A
‘possession’ ‘inherence’
factor factor
Source: Javelin Strategy & Research,

2018

"Previously referred to in the 2017 Strong Authentication study as ‘High-assurance strong authentication’
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This provides significant advantages, in terms
of both security and ease of use over either
single-factor authentication or traditional MFA.

As the name implies, single-factor
authentication verifies users’ identities using
only a single factor, typically knowledge. While
multiple authentication methods within this
category may be used by organizations, all rely
on the same factor — in essence, knowledge-
based shared secrets, such as passwords and
static or dynamic security questions.

Traditional MFA uses multiple factors to
authenticate the user, such as use of both a
password and an SMS one-time code, but none
of the authentication methods in use provides
a standards-based cryptographic handshake
during the authentication process. Typically,
this means that the authenticator — a code,
password, or biometric template — is directly
transmitted from the user’s device to the
authentication server. While much stronger

than relying on a single factor, this
authentication scheme is still vulnerable to
interception and replay, through any number
of potential tactics such as phishing websites,
social engineering attacks, or malware.

Fortunately, since last year, use of both
traditional MFA and strong authentication is
gaining ground in both consumer and
enterprise applications. Use of strong
authentication in consumer applications has
grown particularly quickly — tripling from 5%
of enterprises with customer-facing digital
channels in 2017 to 16% in 2018. Much of this
can be attributed to increased availability of
mobile biometric authenticators capable of
supporting Public Key Cryptography (PKC)-
based standards. In addition, heightened
regulatory pressure through EU regulations
such as PSD2 and GDPR, have had ripple
effects even outside of their primary
geographic area.

Adoption of Strong Authentication Rises for Customer and Enterprise Use

Figure 1. Authentication Strength for Consumer and Enterprise Applications
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Use of strong authentication within the businesses using only a single factor to
enterprise - to authenticate employees, authenticate their employees. Many businesses
contractors, or vendors - has also seen strong are still entrenched in weak authentication,
growth, rising from 7% of enterprises in 2017 to  with ignorance around the value malicious

12% of enterprises in 2018 (Figure 1). parties put on the data they hold and apathy
Unfortunately, strong authentication within the  toward implementing strong authentication
enterprise still lags behind consumer that opens up even more risk to security
authentication, with just under half (47%) of conscious companies.

THE STATE OF STRONG AUTHENTICATION 2019
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Vulnerabilities Stack Up in Traditional
Authentication Methods

Even as many organizations remain reliant on
outmoded single-factor authentication
systems, the vulnerabilities in traditional strong
authentication are becoming more evident.
One-time passwords — typically six- to eight-
digit numeric codes — delivered by SMS text
message remain the most prevalent form of
authentication besides knowledge factors, to
the extent that in the popular press, references
to “two-factor authentication” or “two-step
verification” almost invariably refer to
authentication with SMS one-time passwords.

In 2016, the National Institute of Standards and
Technology (NIST) updated its authentication
guidelines to deprecate SMS one-time
passwords, a move that was quickly softened
after industry outcry. Since then, the
weaknesses inherent in SMS OTP have become
more evident. There are a variety of methods
that fraudsters use to compromise SMS
messages:

1 SIM swap: Impersonating victims to their
mobile carriers to have their account
transferred to a device under control of the
fraudster has proven to be a popular and
effective tactic for compromising the
accounts of high-profile victims. In one
particularly prominent case, hackers were
able to compromise cryptocurrency
investor Michael Terpin’s AT&T account to
steal nearly $24 million in cryptocurrencies,
resulting in a lawsuit from Terpin claiming
that AT&T was at fault due to lax
authentication measures leading up to the

JAVELIN

9 Malware: One of the earliest features of
mobile malware was the interception and
forwarding of text messages, even when
mobile malware was largely an extension
of the Zeus desktop banking Trojan.
Similarly, man-in-the-browser and man-in-
the-middle attacks can capture one-time
passwords as they are entered on infected
laptop or desktop devices.

9 Social engineering: When fraudsters are
aware that a victim has SMS one-time
passwords enabled, they may contact the
victim directly, impersonating a trusted
organization such as her bank or credit
union to deceive the victim into providing
the code she has just received to
authenticate herself.

While alternative delivery methods for one-
time passwords can mitigate some of the
vulnerabilities in this authentication method,
others remain inherent in the system. Stand-
alone code-generator apps are the most
resilient delivery method against interception,
since it is largely impossible for even malware
to directly interact with the code generator,
but the OTPs can still be intercepted as they
are entered into the browser, captured through
an overlay on a mobile app or received directly
from the user through social engineering.

Supporting multiple risk assessment tools, such
as device recognition, geolocation, and
behavioral analytics, goes a long way toward
addressing vulnerabilities, but no single
solution is bulletproof. Layering authentication
technologies with a comprehensive risk
assessment framework can help judiciously

swap.2 apply step-up authentication and identify the
most appropriate authentication method to be
used.
ahttps://www.reuters.com/article/us-cryptocurrency-at-t-lawsuit/us-investor-sues-att-for-224-million-over-loss-of-cryptocurrency-

idUSKBNI1LO1AA, accessed Oct. 8, 2018.
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No Single Authentication Solution Is Bulletproof

Figure 2: Authentication Solution Table

Factor

Description

Key Vulnerabilities

Password, PI
Passcode

N, and

Knowledge

A fixed value that can include
letters, numbers, or a
combination thereof

Can be intercepted or stolen and
replayed, brute-forced, or
guessed

Knowledge-Based
Authentication

Knowledge

Questions designed to elict an
answer known by the

Can be intercepted or stolen and
replayed, or guessed

respondent
Hardware-Based . A stand-alone device that Can be intercepted and
. Ownership . . :
One-Time Password provides a single-use code replayed, or device stolen
Software-Based . AN a.ppllcatlon (e.g., mobile app, Can be intercepted and
- Ownership email, browser, etc.) that .
One-Time Password . . replayed, or device can be stolen
provides a single-use code
SMS-Based One-Time . A single-use code delivered Can be intercepted and
Ownership -
Password through a text message replayed, or device stolen
A card that contains a secure IC
Smartcard Ownership chip which leverages public-key Can be physically stolen
infrastructure
A compact device that contains
Security Key Ownership a secure IC chip which leverages Can be physically stolen
public-key infrastructure
A process that creates a profile
of a device, oft'en through the Markers can be stolen, or device
. . . . use of JavaScript, or uses .
Device Fingerprinting Ownership - characteristics obscured or
markers such as cookies and emulated
Flash Shared Objects to certify a
device's identity
Behaviometrics Inherence Apalyzes h.OW s user IS Behavior can be emulated
with a device or session
Compares fingerprint on record
. . . X Image can be stolen and
Fingerprint Scanning Inherence with new scans captured
. ; replayed
optically or electrically
Compares characteristics of eye
. on record, such as iris or eye Image can be stolen and
Eye Scanning Inherence . .
veins, with new scans captured replayed
optically
Compares characteristics of a
. L . Image can be stolen and
Facial Recognition Inherence face on record with new scans
. replayed
captured optically
Compares characteristics of a
. - voice on record with new audio Sample can be stolen and
Voice Recognition Inherence

samples, either actively or
passively

replayed, or emulated

Source:
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Consumer Authentication somewhat smaller number of businesses are
using strong authentication online as well.
Overall, the percentage of businesses that use
strong authentication in some portion of their
enterprise tripled from 5% in 2017 to 16% in
2018 (Figure 3).

Since 2017, adoption of strong authentication
for consumer authentication has risen sharply,
principally due to availability of
cryptographically backed authentication
methods on mobile devices, although a

Adoption of Strong Authentication in Consumer Applications Triples From 2017

itudinality with 2018 data set

*2017 responses ong
y 100% due to rounding

ca f
**Bars may not add to precis

Source: Javelin Strategy & Research, 2018
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